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Abstract. Most lending-technology compliance is procedural: a policy document, a training deck, and staff
diligence standing between a lender and a violation. LenderCX takes a different position — that the highest-
value compliance controls are the ones built into the platform's structure, where they cannot be skipped on a
busy day. This paper inventories those controls across the regulatory surface of digital lending: the TRID
application clock, communications consent, borrower-data protection, Al usage boundaries, payment card
scope, identity and tenancy, and the audit evidence that ties it together.

Throughout, every capability is labeled | SHIPPED | (running in production today, demonstrable live) or
ROADMAP | (designed and scheduled). We hold that distinction strictly — a compliance document that blurs
it would fail its own thesis.

s1 The thesis: structure beats vigilance

Every seasoned compliance officer knows the failure pattern: the control existed on paper, the staff was
trained, and the violation happened anyway — because the moment of risk arrived inside a workflow that
had no guardrail at that spot. A loan officer texts a rate. A borrower's reply quietly completes an
application. A report query crosses a tenant boundary. An uploaded document gets pasted into a
chatbot.

LenderCX is built by a team that spent thirty-five years inside mortgage technology — implementations
at the largest LOS vendors, product management, sales engineering — watching that pattern repeat. The
design response is consistent across the platform: where a regulation has a mechanical trigger, build
the mechanism; where it has a judgment call, surface the moment to a human and record the
disposition. The platform never claims to make compliance decisions for a lender. It claims something
more defensible: that the lender will see the moment, act on it in one click, and hold the evidence
afterward.



s2 The regulatory map

The table below maps the regulatory surface of a digital lending operation to the platform mechanism

that addresses it. Sections that follow expand each row.

REGULATORY CONCERN PLATFORM MECHANISM STATUS
TRID / Reg Z Six-item application clock with trigger, deadline, and expiry alerting SHIPPED
Loan Estimate within 3 business days of (83)

application

Reg Z advertising Outbound rate-quote guard on staff messaging (84) ROADMAP
Trigger terms & APR disclosure in

communications

Consent & TCPA posture Per-contact SMS consent management, STOP handling, consent- SHIPPED
Permission-based texting gated automation (84)

ESIGN / UETA Consent ceremony, signature audit trail, multi-recipient signing SHIPPED
Electronic signatures & consent chains (87)

GLBA / NPI safeguarding Field-level encryption at rest, hashed lookups, Pll-access audit SHIPPED
Borrower personal information logging (85)

HMDA / Reg C Structural demographic firewall — isolated, never exposed to forms, SHIPPED
Demographic data handling tokens, or Al (85)

FCRA Recorded borrower authorization ceremony; credit report content SHIPPED
Credit report authorization & handling never retained (§87)

PCI DSS In-browser tokenization; card data never touches platform servers SHIPPED
Payment card data — SAQ A posture (88)

Al governance No-borrower-data-to-outside-Al firewall; in-tenant document SHIPPED
Model risk & data leakage reading; human-in-the-loop (86)

Safety & soundness MFA/passkeys, tenant isolation with data-layer backstop, SHIPPED

Access control, tenancy, auditability

comprehensive audit logs (§9-10)

s3 The TRID application clock [ surerin

Under TRID, once a consumer has provided six items — name, income, Social Security number, property
address, estimated property value, and loan amount sought — an application exists, and the Loan
Estimate must be delivered within three general business days. The trigger is mechanical; missing it is one
of the most commonly cited examination findings in digital lending.

LenderCX tracks the six items natively:



MECHANISM - TRID CLOCK

As a borrower's application progresses, the platform maintains a per-application clock recording the presence of
each of the six items — deliberately never the values themselves (the Social Security number, in particular, never
persists in the clock; only the fact that it was provided). The moment the sixth item arrives, the clock stamps the
trigger, computes the end of the third business day, and raises a platform event. A background sweep watches
every running clock: staff record how and when the Loan Estimate was delivered, and a clock that reaches its
deadline unsatisfied escalates rather than expiring silently.

The result for an examiner conversation: for any application, the lender can show when the sixth item arrived,
when the deadline fell, when the LE went out, who recorded it, and by what channel.

The unstructured-channel gap — named, not hidden

The clock is fed today by the structured application. A borrower who supplies the sixth item inside a text-
message thread — often unlabeled ("ok, let's do 450") — starts the regulatory clock without touching the
structured data. This is true of every two-way texting product in the industry; LenderCX's position is to
close it structurally rather than by memo. That work is the messaging-guardrails roadmap in §4.

su Communications compliance

Consent management | SHIPPED

Two-way texting in LenderCX is permission-based by construction. Consent is tracked per contact; opt-
out (STOP) handling is native; and the platform's automated outreach — including the autonomous
follow-up engine that chases stalled applications and overdue documents — is consent-gated at the
engine level: an automation cannot text a borrower whose consent state does not permit it, no matter
how the workflow was configured. Every message, inbound and outbound, lands in a permanent,
timestamped conversation record.

The messaging guardrails roapmar

Designed and scheduled, in four parts:

* Inbound TRID-signal detection. Inbound texts are scanned for application-data shapes — SSN
patterns, dollar amounts, addresses. A hit opens a review task: staff confirm the item (one click, which
flips the TRID clock flag with an audit link to the exact message) or dismiss it with a recorded reason.
The disposition trail is the point: it converts "did anyone notice?" into "reviewed, decided,
documented.”

* Outbound rate-quote guard. A staff text containing rate-shaped content triggers a pre-send
warning citing the Reg Z advertising exposure, with the lender's approved disclosure language
available and per-portal strictness settings.

* Steering replies. When an inbound message looks like sensitive application data, an automatic reply
directs the borrower to the secure portal — preventing the event rather than detecting it.



* Contextual detection. For the unlabeled case, a classifier reading thread context — run entirely
inside the platform's own cloud tenancy, consistent with the Al firewall in §6, and always suggesting
rather than deciding.

One boundary stated plainly: whether a given message legally "counts" as an application item is the
lender's compliance determination. The platform's job is to surface candidates immediately, make
confirmation one click, and keep the evidence.

ss Borrower data protection | surrin

Encryption with searchable design

Borrower personally identifiable information — names, contact details, and other sensitive fields across
users, loan contacts, and message history — is encrypted at the field level, at rest. Because encrypted
fields cannot be queried directly, each carries a companion one-way keyed hash used for indexed lookup:
the platform can find a borrower by email without ever decrypting the column set. Encryption integrity is
continuously monitored — a daily sweep detects any row whose protected columns have drifted from
expected form, and a platform-administrator scan can audit the full inventory on demand.

PII access is itself an audited event

When staff open a borrower's decrypted profile, that access is logged: who viewed whose information,
when, and in what context. This satisfies the examiner question most platforms cannot answer — not "is
the data protected?” but "who has looked at it?"

The HMDA demographic firewall

Demographic data collected under HMDA is treated as structurally radioactive: encrypted, isolated, and
never exposed to the platform's form engine, token system, reporting catalog, or any Al surface. The
firewall is enforced by tests that pin the boundary — an engineer who attempted to add demographic
fields to a reachable surface would break the build before breaking the rule. A deliberate consequence,
documented rather than hidden: loan-file exports omit the demographic section, and receiving systems
collect it fresh.

ss Al with a firewall | suierep

LenderCX ships substantial Al capability — an eligibility engine with plain-language explanations, a
borrower assistant, document intelligence, drafted replies — under one standing rule that predates all of
it:



STANDING RULE - AI DATA BOUNDARY

Borrower data is never sent to a third-party Al model. The eligibility explainer receives only sanitized
findings — templated rule outputs with no personal data — and is expressly forbidden from inventing details
beyond them. Document intelligence reads uploaded paystubs, bank statements, and W-2s inside the platform's
own cloud tenancy, under a zero-retention configuration: raw documents never leave the compliance perimeter
for an outside model. Extracted values are presented as suggestions for staff review — the platform never writes
Al output into a loan file without a human accepting it.

Two further disciplines round out the posture. The eligibility engine's rules carry agency citations — a
finding names the guideline it derives from, so its reasoning is checkable rather than oracular. And Al-
drafted borrower replies are exactly that: drafts, sent only when a staff member approves them.

g7 Signatures & credit authorization [ surreo

Electronic signing in LenderCX follows a recorded consent ceremony consistent with ESIGN/UETA
practice: consent capture, coordinate-placed signature fields on the actual document, multi-recipient
counter-signing chains, and a per-envelope audit trail of who signed what, when.

Credit authorization gets its own guarded flow. A borrower can authorize a soft credit pull by replying to
a text-message keyword; the platform then generates the signed authorization letter, files it to the loan's
document folder, and stamps the loan record — the FCRA paper trail produced automatically at the
moment of consent. On retention: the platform's credit integration is deliberately minimal — credit
report contents are not stored in LenderCX; the platform orders, routes, and records authorization,
and leaves the report itself in the systems built to hold it.

ss Payments: engineered out of PCI scope [ suirren

The platform sends payment requests by text or email and hosts the branded payment page — but card
data is tokenized in the borrower's browser by the payment processor's own scripts and travels directly to
the processor. Card numbers never touch LenderCX servers, are never stored, and never appear in logs.
This is the PCI DSS SAQ A posture: the lightest assessment scope, achieved by architecture rather than
attestation gymnastics. ACH is handled with the same discipline, and completed fees write back to the
loan file automatically, keeping the system of record current without manual re-keying.

so Identity, access & tenancy | surreo

* Multi-factor by default for the people who matter most. TOTP and passkey (biometric)
authentication, with MFA org-enforceable for staff roles. Platform administrators are force-enrolled.



* Abuse resistance. Account lockout, per-IP rate limiting on every authentication surface, and no-
enumeration responses — login endpoints reveal nothing about which accounts exist.

* Verified borrower identity. Self-registered borrowers must prove control of their email before first
sign-in.

* Tenant isolation, twice. Every lender's portal is isolated at the authorization layer — and
backstopped by a fail-closed data-layer filter on the loan-domain tables, so a hypothetical
authorization bug still cannot leak one lender's borrowers to another. A standing cross-tenant probe
suite attacks this boundary on every code change.

* Least-privilege administration. Granular permissions gate every admin surface; sensitive

configuration (credentials, integrations) is separately gated; secrets live in a cloud key vault accessed
by managed identity — no credentials in code or configuration files.

si10 Auditability & external evidence

The evidence inventory | SHIPPED

TRAIL WHAT IT ANSWERS

Authentication events Every sign-in, failure, lockout, and MFA event — who, when, from where.

Administrative actions Every configuration change and admin mutation, attributed to the acting user.

Pll access Every staff view of a borrower's decrypted personal information.

Conversation record Every SMS and recorded email, inbound and outbound, timestamped per loan relationship.
TRID clock history Item arrival, trigger, deadline, satisfaction, and the staff member who recorded delivery.

Document & signature events Uploads (malware-scanned on arrival), signature ceremonies, credit authorizations.

External validation | sHIPPED

Independent evidence, current as of this paper's date: an OWASP ZAP baseline scan of the production
platform with zero high-risk findings, and a third-party website vulnerability scan (76 tests, August
2026) rated Low overall — zero critical, high, or medium findings, with each low/informational item
remediated or formally dispositioned in the platform's controls register. Change management is
enforced, not aspirational: the production branch is protected, every change arrives by reviewed pull
request, and a blocking secret scan plus the full security test suite run on each one.

The certification path | rospmar

LenderCX operates SOC 2-aligned controls — engineered and internally mapped to the Trust Service
Criteria — with formal certification on the funded roadmap: policy formalization and evidence

automation, an independent penetration test, then the SOC 2 Type | audit and Type Il observation period.



We use exactly this language deliberately: "aligned, certification on the roadmap" is the claim the
evidence currently supports, and a compliance paper should model the precision it preaches.

s11. What this means in an exam

The practical test of any compliance architecture is the conversation with an examiner or an investor's
diligence team. LenderCX's design goal is that every question in that conversation has a mechanical

answer:
* When did this application trigger TRID, and when did the LE go out? — the clock's history, per loan.

* Who has viewed this borrower's personal information? — the PIl access trail.

® Can your Al leak borrower data? — it never receives any; the boundary is architectural and test-
pinned.

* What card data do you store? — none, by construction.

* How do you know another tenant can't see my borrowers? — two independent enforcement layers and
a probe suite that tries to break them on every release.

* What did you do about your last external scan? — remediations and written dispositions, per finding.

Compliance by construction does not eliminate the lender's obligations — policy, training, and judgment
remain theirs. It changes what those obligations rest on: a platform where the guardrail is already
standing at the moment of risk, and the evidence writes itself.

Notices. This paper describes platform capabilities and engineering controls; it is not legal advice, and it does not substitute for an institution's
own compliance policies, counsel, or regulatory determinations. Capabilities marked Roadmap are in design or development and are not
currently in production. Regulatory references (TRID, Reg Z, ESIGN/UETA, GLBA, HMDA/Reg C, FCRA, PCI DSS) are provided for orientation;
applicability to a given institution is that institution's determination. LenderCX operates SOC 2-aligned controls; it does not currently hold SOC 2
certification. © 2026 Vertacore LLC. LenderCX is a Vertacore brand.
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